91 9 77-110

( 91 5 9 91 6 10
91 7 30 )

(Data Mining)

(Interesting Patterns)

(Adaptive)

(Entropy)
(Neural Networks)

(Data Mining)

(Patterns)
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( The Strategis Group 1998)
({lobal System for Mobile Communication GSM)
(Subscriber Identity Module SIM)
SIM GSM
Personal Identification Number PIN Code)
( 1997)
GSM

(Telephony Fraud)
( 1998)

(Airtime)
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( 1999)

Subscrlbers (%

(Millions)
800 12
700 | A/—A 1 10
600 | /—
500 | /— 18
400 | 16
300 | 1,
200 f /A/
100 | 12

82 83 84 85 86 87 88 89

90 91 92

‘ === Subscrlbers(Milions) — —

The Strategis Group 1998)

( )
700
£ 600
= 500
§ 400
2 300
5 %
_.2 200
& 100F

1997 1998 1999 2000 2001 2002 2003

\DAaJogles/l OCMAOT IMA MOber il \

The Strategis Group 1998)
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(Patterns)
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(
)
(Adaptiveness)
(Neural Networks)
(Data Mining)
(Knowledge Discovery in Databases KDD) (Data
Mining)

Fayyad et al. (1996) The nontrivial process of
identifying valid, novel, potentially useful, and ultimately understandable patterns
in data

(Select)
(Preprocessing)
(Reduction) (Transformation)

(Patterns)



82

91 9

(Interpretation and Evaluation)

Data Mining

(Machine Learning)

KDD

? Glymour et al. (1997)

() ()
(Data Acquisition) () (Integration and Checking) ( )
(Data Cleaning) ( ) (Model Hypothesis
and Checking) ( ) ()
(Testing and Verification) () (Interpretation and Use)
80%

R

( Fayyad etal. 1996)
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( 2000)
1. (Target)
(Cleaning) (Filtering) (Transformation)
(1) (2)
3) 4) 6))
2. (Prototyping)
(Prototype)
)
2 3
“
3. (M
) 3 4
(Migration Plan)
4, (Migration)
(1) (2) 3)
“

(Telecomunication Frau

(Cloning)
(Subscription Fraud)

( 1999)
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( 2,560 )

( 6,144 )
( 1999)

(Fraud) (Standard
Rule Learning Program)
(Tom Fawcett and Foster
Provost 1997)

(Time-Of-Day = Night) AND (L ocation = Bronx) = Fraud

Certainty factor =0.89

(User
Profiles) (Monitors) ( Threshold Monitors

Standard Deviation Monitors )

(Entropy)

(Entropy)
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(New
(University of Cambridge)
Advanced Studies) Telia
(Internet 1997)

(Decision Trees)

Scientist)

(Classification)

(J.Ross

Shannon and Wiener

Theil

| = (Yi/Y)log[(Yi/Y)/(Fi/N)]

Yi i

N (

Y

(Information Theory)

H(P(X)) = —I P(x)log, P(x)dx

2000)

(Dublin Institute for

1987)

D)

Fi i
1998)

2
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X P(x) X
H(P(x)) X H(P(x))
H(P(x))
(Artificial Intelligence Al)
0980-0999

0000000-0000040
00000000-00000015)

BCB (Borland C++ Builder)
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6] 2
SS7
3)
“ ()
(6)
2.
)
2)
( JANE)
“
3.
6]
2
GSM (Global System for Mobile Communication)
SS7 (
) GSM
SS7
SS7
(1 (Calling Number)
2) (Called Number)
3) (OPC) 4 (DPC)
(%) (Time) (6)
(Length)

SS7



90 91 9
SQL
(Length )
ID Time Called Calling OPC | DPC | Length
1 2000/11/12 09:13:02 0986123456 0985325812 2000 | 3000 13
2 2000/11/12 20:32:16 0991876543 0200000001 9000 | 2000 78
3 2000/11/12 18:11:49 030000001 030000002 4000 | 2000 157
4 2000/11/12 07:50:05 0995789432 0996190783 | 2000 | 3000 53
5 2000/11/12 11:59:59 070000003 0983394857 8000 | 2000 71
6 2000/11/12 12:45:01 070000004 0200000002 8000 | 2000 66
7 2000/11/12 06:20:11 0996197368 0200000003 | 3000 | 2000 19
8 2000/11/12 23:34:45 0998222890 0986090135 | 8000 | 3000 183
9 2000/11/12 09:44:42 0998134765 0993187349 2000 | 3000 344
10 2000/11/12 19:12:36 060000005 0200000004 7000 | 2000 98
(Entropy)
X A
B C D

X

H(P(x))=H(5/10,1/10,2/10,2/10 ) =- ( 5/10 * log, ( 5/10 ) + 1/10 * log,
(110 ) +2 /10 * log, (2/10 ) + 2/10 * log, ( 2/10 ) )
=-(-0.5+(-0.3321)+(-0.4643)+(-0.4643))=1.7607

Y
C

Entropy

H(P(x))=H(5/10,4/10, 1/10 ) = - ( 5/10 * log2 ( 5/10 ) + 4/10 * log2
(4/10)+1/10 * log2 ( 1/10))
— _(-0.5+(-0.5287)+(-0.3321))=1.3608
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Z(

(Entropy)

(Entropy)



92 91 9

10

TimeEntropy = H (2/10,1/10,3/10,2/10,1/10,1/10 )= 2.4459
CallingEntropy = H (3/10,1/10,4/10,1/10,1/10)=2.046
CalledEntropy = H (5/10,1/10,2/10,2/10) = 1.7607
LengthEntropy =H (5/10,2/10,1/10,1/10,1/10)=1.9579
OPCEntropy =H (5/10,3/10,2/10 )= 1.4853

DPCEntropy = H (5/10,2/10,2/10,1/10) = 1.7607

OPC .

z
(Length)
30 ( 1 30
)
(Length) A B
H(1/6,1/6,1/6,1/6,1/6,1/6) 30

A H(3/6,2/6,1/
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6)

H(5/6,1/6)
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ID Time Called Calling OPC | DPC | Length
1 2000/11/12 09:00:02 0989821770 0986093845 | 4800 | 9160 13
2 2000/11/12 09:00:02 0991982001 040000016 4800 | 4300 11
3 2000/11/12 09:00:04 0996148244 0995092338 | 9160 | 4800 7
4 2000/11/12 09:00:07 0984803569 0991831323 | 4300 | 9160 378
5 2000/11/12 09:00:07 0992090743 0990172394 | 4800 | 4800 4
6 2000/11/12 09:00:07 040000017 0200000010 | 9160 | 2000 301
7 2000/11/12 09:00:13 0998092122 0989990274 | 4800 | 4300 38
8 2000/11/12 09:00:13 040000018 0995092338 | 9160 | 9160 32
9 2000/11/12 09:00:17 0991982001 0986093845 | 4800 | 9160 11
10 2000/11/12 09:00:31 0989821770 0986093845 | 4300 | 9160 249
Length Length
2 7

19 23

30 12

212 29

235 5

62 47

A B
(Calling Number) (Called Number)
2 2
"
" ( Y C H
)
(

) A B H
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(1/6,1/6,1/6,1/6,1/6,1/6)

B H(4/6,2/6)

n

H(3/6,2/6,1/6)

( )

Calling (Called)

Calling (Called)

0989027247 (Y

0982912030 (Y

0992433001 (Y

0988278973 (H

0986743587 (T

0990646985 (H

0983926750 (T

0989238233 (Y

0995021211 (Y

0991502388 (Y

0996987418 (C

0992840828 (Y

A

B

TotalDBEntropy = TimeEntropy + CallingEntropy + CalledEntropy
+ LengthEntropy + OPCEntropy + DPCEntropy
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N ( N ) X1 X2..Xn
( )
(X) (S)
oYX
X — i=1 3
N 3
3 (X - X,)?
S =+ (4)
N
8
7,
6,
5,
4 _
3,
2,
1
0
10 50 100 500 100 1000
(W) () Ni
Xi 012
YN X,
u i=1 5)
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) N[ +(X; - 1)1
o i=1 (6)
Ni
=1
3 0.5
2.5~3.5
2.5 3.5
3.5
2.5
35
2.5
Time 0.486 0.021
Called 0.668 0.036
Calling 0.734 0.042
OPC 0.268 0.016
DPC 0.302 0.018
Length 0.528 0.024
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(
3.5 2.5) 2 3
3.5
2 Calling Number DPC
3 Time Length
( )
( 3 0.5)
Time | Called | Calling | DPC [ OPC | Length

1 | 001-100 |0.482| 0.674 | 0.693 |0.260| 0.287 | 0.551 NULL
2 | 101-200 |0.502( 0.694 | 0.983 (0.487| 0.316 | 0.549 Calling DPC
3 | 201-300 [0.746| 0.682 | 0.774 (0.282| 0.309 | 0.793 Time Length

4 | 301-400 |0.467]0.682 | 0.754 (0.283| 0.301 | 0.543 NULL

5 | 401-500 {0.502| 0.691 | 0.709 [0.267| 0.297 | 0.535 NULL
6 | 501-600 (0.469| 0.429 | 0.503 [0.263| 0.290 | 0.515 Calling Called

7 | 601-700 |0.499( 0.649 | 0.698 |0.258 0.283 | 0.509 NULL
8 | 701-800 |0.471( 0.642 | 0.497 [0.257| 0.293 | 0.239 Calling Length

9 | 801-900 |0.470] 0.701 | 0.727 {0.272( 0.297 | 0.511 NULL

10 | 901-1000 (0.469( 0.638 | 0.754 |0.269| 0.319 | 0.527 NULL

(Threshold)
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1.Time

2.Calling

0.5

(Time)

0

Called

16.67% (0.5 /3 * 100%)

(
(Node) (
"07:12:48" "06-09"
(Node3) 1
(Calling) (Called)



100

91

Nodel

Node2

Node3

Node4

Node5

Node6

Node7

Node8

00-03

03-06

06-09

09-12

12-15

15-18

18-21

21-24

oO|lo|lo|]o|l|Oo]|]Oo|O |

oOo|lo|lo|]o|l|o|]o | | O

oOo|lo|lo|]o|Oo |+ ]|O]|O

o|lo|lo|]o|lr|]O|O]|O

o|lo|lo|r|O|J]O|O|O

o|loflr|]O|l|O|J]O|O|O

o|lr|O|J]O|l|O]|J]O|O]|O

rlO|lO|]O|O|J]O|O| O

Called (Calling) |Nodel|Node2|Node3|Node4|Node5[Node6|Node7|Node8|Node9|Nodel0
C 1 0 0 0 0 0 0 0 0 0
H 0 1 0 0 0 0 0 0 0 0
Y 0 0 1 0 0 0 0 0 0 0
T 0 0 0 1 0 0 0 0 0 0
TS 0 0 0 0 1 0 0 0 0 0
F 0 0 0 0 0 1 0 0 0 0

) 0 0 0 0 0 0 1 0 0 0
) 0 0 0 0 0 0 0 1 0 0
) 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 0 0 1
3.Length (Length)
( )
4.0PC DPC (OPC) (DPC)
( )
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(
Length Nodel Node2 Node3
0-120 1 0 0
120-300 0 1 0
300 0 0 1
OPC (DPC) Nodel Node2 Node3 Node4
4080 1 0 0 0
4300 0 1 0 0
9160 0 0 1 0
0 0 0 1
ID Time Called Calling DPC [ OPC | Length
1| 2000/11/12 03:13:01 | 0986128432 | 0996087113 | 4300|9156 39 01
2 | 2000/11/12 03:13:01 | 040000019 | 0984139877 (4080|4080| 125 10
3| 2000/11/12 03:13:01 | 0992974878 | 0995123441 | 4300|4080 67 10
4 | 2000/11/12 03:13:25 | 0989889210 | 0995872091 | 4300|9156 92 10
5 | 2000/11/12 03:13:39 | 040000020 | 0989489157 [4080|4080| 87 10
6 [ 2000/11/12 03:13:58 | 0984190890 | 040000021 |(4080|4080| 44 10
7 | 2000/11/12 03:14:27 | 030000022 | 0983335309 |4080|4080| 13 01
8 | 2000/11/12 03:14:27 | 0997145002 | 0996087113 |4300|4080| 390 01
9 | 2000/11/12 03:14:27 | 0999556909 | 0989489157 (4300|9156 | 47 01
10| 2000/11/12 03:14:46 | 060000023 | 0989489157 | 4080|4300 112 10
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Time

Calling

Time  Calling

Time

2000/11/12 03:13:01

2000/11/12 03:13:25

2000/11/12 03:13:39

3 1 1
2000/11/12 03:13:58 2000/11/12 03:14:27 2000/11/12 03:14:46
1 3 1
Calling
0996087113 0984139877 0995123441 0995872091
2 1 1 1
0989489157 040000024 0983335309
3 1 1
OPC
OPC
7 7
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ID Time Called Calling DPC [ OPC | Length
1| 2000/11/12 03:13:01 | 0986128432 | 0996087113 [4300(4080| 39 10
2| 2000/11/12 03:13:03 | 040000025 | 0984139877 (4080|4080 ( 125 10
3| 2000/11/12 03:13:13 | 0992974878 | 0995123441 | 4300|4080 67 10
4 | 2000/11/12 03:13:25 | 0989889210 | 0995872091 |4300(4400( 92 01
5| 2000/11/12 03:13:39 | 040000026 | 0989489157 |4080|4080| 87 10
6 | 2000/11/12 03:13:58 | 0984190890 | 040000027 |4080|4080| 44 10
7 | 2000/11/12 03:14:11 | 030000028 | 0983335309 |4080|4080| 13 10
8 | 2000/11/12 03:14:27 | 0997145002 | 0996087113 |4300|4080| 390 10
9 | 2000/11/12 03:14:32 | 0999556909 | 0989489157 | 4300|9156 47 01
10| 2000/11/12 03:14:46 | 060000029 | 0989489157 |4080(4300| 112 01

OPC

4080 4400 9156 4300
7 1 1 1

54000

50

21.7255 2.0033
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23.7288 (21.7255 + 2.0033) 19.7222 (21.7255 — 2.0033)
10
5
20 (1000 ) 10
10 10
(500 ) 5 5
( )

Time Called Calling Length DPC  OPC

39 ( @ )
0.5 ( ® )
39 0.5
66.8%
2 4 10 Called Calling
6 8 Time
2~3

6~7
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MSE
0.2

0.19 "r-#---20

0.18

0.16

100 200 300 400 500 1000 2000 3000 4000 5000

(a)

MSE
0.2

0.19 +

0.18

0.17

~.
TR - — e

»

0.16

100 200 300 400 500 1000 2000 3000 4000 5000

(b)

SQL
Time =* ”  Length =*

4500
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50
10.5488 0.1503
10.6991 (10.5488 + 0.1503) 10.3985 (10.5488 — 0.1503)
6
3

12

( 600 ) 6

6 ( 300
) 3 3
Called =* ? Calling =* ”
(
) Time Called Calling Length DPC  OPC
19
0.1
19 0.1
(Called = ”  Calling =* )
79%
1 3
Called Calling
5 Called
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Called

100
OPC DPC
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Time Called Calling OPC DPC
Length

Mul ti -Ti er

Multi-Tier

1999 128-132
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GSM 1998 118-123
GSM 1997 101-108
1998 92-97
530 2000 67-84
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Using Data Mining to Analyze Abnormal
Data in Telecommunications

SunG-SHUN WENG, Fu-SHan CHENG

Department of Information Management, Fu Jen Catholic University

ABSTRACT

In recent years, data mining is one of the top issues in the field of database applications. Data mining
generally means that it utilizes various kinds of methods and techniques to mine data. It analyzes, generalizes,
and integrates the past, accumulated and large quantity of historical information to find out the interesting
patterns and pick out useful information as the basis of decision making processes for business executives. No
matter in categories of retailing, electronic commerce, finance, telecommunications, web management, medical
diagnosis, or others, people have already recognized the importance of data mining gradually. Therefore, they
begin to dedicate to data mining aggressively for creating the real values of the enterprises.

However, as stated above, data mining tends to analyze the large quantity of historical data. But in order to
apply it in the real world, some information, such as telephone frauds, network interruption, credit fraud and so
on, is needed to let the company know in time for minimizing the possible loss. But these abnormal situations
may change frequently. How to apply data mining techniques to develop a real time and adaptive system is the
main goal of this thesis.

This research is based on the telecommunication data and uses the “Entropy” theory of Thermodynamics as
the main guide for appraising the information capacity in the databases. We use the marked normal and
abnormal data as the input of neural networks. Through the iterative process of training and learning of neural
networks, we wish to find out abnormal situations precisely in order to help the business executives making the

best strategy to earn the maximum profits for enterprises.

Keywords: data mining, knowledge discovery, neural networks, telecommunication fraud
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